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Cyber Security is a centre stage in our lives, but we continue to overlook the treat posed to national and individual
security putting ourselves into peril. Over the years analysts and officials in government, and outside, have talked
about the shortage of capability and capacity but the efforts to address these issues are found to be wanting, in terms
of commitment, resource allocation and effort. While we laud the leadership of other countries in the domain, praise
their skill incubators and seek partnerships, our own national effort for skill building, using the same models, is yet to
be put into operations.

India has the largest number of educated youth and every year thousands are passing out of our Universities looking
at joining the national workforce. The human resource is unmatched, in skill or numbers, and millions have migrated
to the west to contribute to the success and growth of their enterprises and governments. Migration is (usually) on
top of the minds of these young adults, and India is poorer for it.

Cyber Peace Center of Excellence seeks to explore a plan to harness the talent pool from among the youth through
the participation of academic institutions, through programs to nurture innovations. Programs which will throw up
challenges to institutions, their students and faculty, to work closely with government, law enforcement agencies and
armed forces, taking up research and development programs addressing use cases provided by them.

About Cyber Peace Center of Excellence

A community driven collaborative technology reserach and innovation framework for academia. The idea is to harness the
potential of young talent to reserah and innovate on potential areas of technical solutions. Being a collaborative platform
the Industry, Government and other entities can share their problem statements and contribute towards innovatiave
product and services.

Academic Solution

Our academic institutions nurture millions of talented youth who carry tons of ideas in their minds, and the ambition, and
will, to achieve their goals. This solution proposes to challenge the mind and talent of the students, mentored by the
faculty in these academic institutions, The government establishment(s) has to partner with one or more academic
institution, and share details about their operational challenges, issues, threats, risks and fears.

The institution takes up the real-life use case as a research and development project and develops a solution. Depending
on the project, the IP for the solution can be licensed for commercial exploitation or handed over in national interest.
Benefits accrue from this arrangement for all stakeholders:

AcabEMIcs

Academic Institutions become hubs of
innovation and_invention. They are
able to create IP and obtain patents,
all of which add to their reputation and
attract more talent in the form of
students and faculty. As part of the
national security effort grants will be
more forthcoming.

STUDENTS \

Students get the opportunity to apply
their “bookish” knowledge working on
real-life projects; there will be
opportunity for internship, placement,
industry visits, and interaction with
officials and scientists which will
further ignite and excite their minds,
Above all, the experience of working
on actual projects will be invaluable.

L ) ®
GOVERNMENT \ ° ®

Government  Establishments benefit
with the availability of academic
excellence and a young research team
of innovative, enthusiastic and
intelligent youngsters. This will be an
economical and dedicated research
team that will work hard to develop the

required solutions.
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Show

Cyber Peace Center - ongoing projects

Project Name ~

Our youth are not adequately challenged, in opportunity and intellect, during the formative years in

University, and they look to the west for fulfiiment.

Information sharing grid connecting multiple stakeholders
promoting public private partnership and responsible
disclosure

The umbrella of network monitoring through a team of

monitoring internet
traffic, raising alerts and issuing advisories that are shared with
government, public and private entities

m Citizen and law enforcement outreach programs to promote safe
eRaks computing and good cyber hygiene through competitions and events.

Cyber security research in areas of technology, processes and
‘_ emerging technologies

We have a large team of volunteer members who carry out activities
like awareness campaigns, street plays, and reach out to common
citizens spreading the word about cyber safety

Policy Advocacy & Strategic thought leadership is the foundation of our

activities. We publish papers and hold specialist conferences sharing strategy
and views with govt, enterprises and civil society

Cyber Peace | Projects

Description - URL - Project Leader - Nodal Center ~

Working Group ~

Mobile Apps
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Existing Cyber Peace Center of Excellence

BIT, Meerut (UP) | UEM, Kolkata (WB) | Kaziranga University, Jorhat (Assam) | Veermata Jijabai Technological Institute,
Mumbai (MH) | University of Petroleum and Energy Studies, Dehradun (Uttarakhand) | Government Engineering
College, Bikaner (Rajasthan) | UEM, Jaipur | ICFAI University, Ranchi | Royal Global University, Guwahati | NIT Manipur
| Indira Gandhi Delhi Technical University for Women | Redteam Hackers Academy, Kerela | Ansal University, Gurugram
| Gujarat Technological University
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ER-01 Research Lab

ER-02 Internship Program, Career counselling

ER-03 Research and Innovation on
Cyber Security and Warfare

ER-04 Workshop and Conferences

COMPONENTS OF
E-RAKSHA CENTER

ER-05 Technical Papers

ER-06 Working on Standards

ER-07 Contributing for Society

Q ER-01 : Research Lab

The research lab envisions to foster community driven research on the following areas, the list is not exhaustive and
will add more areas of research from cyber security and warfare domain.

Research and analysis of the cyber security issues and threats such as botnet etc.
Setting up malware analysis test bed and research and analysis of malwares.
Setting up of a Honey Network & Hardware Security Test bed.

Setting up of the cyber security simulation lab.

Setting up of the critical information infrastructure protection lab.

Setting up of IoT and smart city lab.

Setting up DNS/DNSSEC testbed

Setting up Internet DNS Traffic probe infrastructure

Setting up of IoT, IPv6 and smart city lab.

Setting of Internet Operations and Peering simulation lab

PN
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The Requirement (From Hosting Institutions)

Providing space (min. 900 sq. ft.) at a suitable location in the hosting institution to set up the research center and the
lab/s associated with it.
Providing the space for training for the capacity building activities.
Providing the well-equipped space for the purpose of meetings and discussions as and when required. Hosting
institution will remain the owner of this space.
Provide the well-equipped office space for the various officials/ guests/ experts of CPF visiting the research center or
the university. Hosting institution will remain the owner of this space.
IT infrastructure to start the functioning of the research center. The minimum basic is listed as below -
Two Server with at least 32 GB RAM and 4 TB of Hard Drive.
20 MBPS Dedicated Static IP Internet link (separate from the routine institution link). Minimum /24 IPv4 and
/48 IPv6 address pool with ASN number for Internet engineering research and development.
5 Raspberry Pi 3 with 16 GB UHS 3 MMC Card (64 GB).
5 Desktop Computers with high configuration (i5, 8GB 500GB )
UTM firewalls switches etc.

=
3

\
t ER-02 : Internship Program, Career counselling Internship
Internship program is crucial component of Cyber Peace Center and seeks to identify young ignited minds to work of
research and innovations. The internship programs provide requisite exposure to real-life challenges and also

involves careers cancelling for future.

There are good options of research after undergraduate levels and this program provides the requisite content to
foster the culture of research driven academic environment.

Note : The Internships are for selected talented students based on tests and other criteria set by CPF time-to-time.

QER-OB : Research and Innovation on Cyber Security and Warfare

This component aims at bringing Cyber Security and Warfare problem

statements and research scopes to the academia. The core objective =§>=

of setting up E-Raksha initiative largely depends on this component -

where different stakeholders collaborate to solve real life situations Ewaan‘s’BERCHQ“kHﬁ
and young ignited minds start taking interest in ground breaking

research initiatives for real life cyber security risks and threats ND[AN

@,
‘)

@c ER-04 : Workshop and Conferences

The workshops and conferences for faculties and students will help in building capacities on Cyber Security and
Warfare technologies and research areas . Seeks to improve the required skills and capabilities of the young talent to
explore innovative ideas.

The workshop will be in collaboration with Industry, Government and other entities and will provide a platform to
engage in dialogue with experts in the filed.

@ Google @ @
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Q ER-05 : Technical Papers

One of the major areas of improvement in building research and innovation mind set
among the young brains is to express their ideas and accomplishments in different
platforms and building the skills to write technical papers. This exposure will help many
ideas to nurture and also help in building reputation of the institution.

CYBER PEACE JOURNAL

Call for Pcperﬁ

This component will help grow technical paper writing skills and also collaborate with and
build platforms where the students and faculties can showcase their ideas and get peer
reviews. One such initiative is ‘Cyber Peace Journal’ and the students and faculties are
encouraged to send their entries for its different additions.

More details at : cyberpeace.world

[
|T ER-06 : Working on Standards

India’s contribution towards Internet standards is poor and with the ‘Digital India’ being the next generation India, its
high time our young talent start developing protocols and standards for the next Generation Internet, which the world
will use.

Cyber Peace has partnered with organizations to provide the platform to Cyber Peace centers, starting working on
standards.

W3C W7 @lEEE A B Tt S

22 ER: 07 Contributing for Society

Young minds actively participating in technical community
problem statements helping in cyber crime issues, working
with the neighborhood.

Cyber Peace Corps - one of the initiatives of CPF envisions
to develop a link between talented brains and the society to
curb cyber crime. The students and faculties E-Raksha
initiative in the campus can be of great help in building a
community chain to fight against cyber crime. This compo-
nent seeks to engage young minds to start working on inno-
vative ideas for cyber security at the ground level.

Cyber Peace
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Cyber Peace Lifecycle
How Cyber Peace Works?

THE GOVERNANCE FRAMEWORK

Region : E.g.: Pune Chapter

Cyber Peace

Cyber Peace
Chapter

Chapter

Individual
Organizations

Cyber Peace
Corps

Campus/Place

Cyber Peace
Research Center]

Cyber Peace.
Research Center]
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The life cycle of Cyber Peace students

@ Yearl

Incubate & Learn

@® Year?2

The life cycle of

Engineer
) Cyber Peace
® Year3 students
Innovate ‘
Experts

The idea is to build a innovation ecosystem in the campus. The students of Cyber Peace will be contributing in their
entire lifetime. Students will be enrolled every year for Cyber Peace center through a competitive process.

Incubation: Year 1 : Interested students will be enrolled. The focus will be more on building the infrastructure,
capacity building and establishing a tightly coupled team.

Engineering : Year 2: The focus will be more on problem solving and working towards real life cyber security
challenges. 2nd year students will mentor 1st year

Innovation : Year 3 : The team will innovate, technical papers, standards, startups, research will be core focus. 3rd
year students will mentor 2nd year

Experts : Alumni students will be Cyber Peace experts

Cyber Peace

Foundation
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Y1 : Incubation

ER-01 ER-02 ER-03 ER-04 ER-05 ER-06

(01) Free Indian IETF
Summer Cyber Security Begunners Capacity
Internship project Cyber Security g Buiding

Workshop Program

Setting Up the
lab

Winter Global Cyber
Internship Challenge

Open Source

(02)Paid (03) Technical
lien Implementation

B s
Workshop Pape

Y2 : Engineer

ER-01 ER-02 ER-03 ER-04 ER-05

(01) Free
Summer Cyber Security ‘Advanced
Internship Projects Cyber Security WSC Standards
Workshop
‘Technical
Source

Setting up
Advanced Lab

(02) Paid
‘Winter Global Cyber

Internship Challenge Cber Security Peace journal
forkshop

Y3 : Innovate

ER-01 ER-02 ER-03 ER-04 ER-05 ER-06

Cyber (01) Free
Summer %

Security Research (%)
futamzhip Research Workshop il

Setting up Research

BoF for
standards

Research Papers for
Lab

. (02) Paid
Wines Research

Submitting
Internship Workshop Dl

Eiil

283y,

ER-07

Forming a

Cyber Peace

Corps unitin
campua

Engaging in
CPC actvities.

ER-07

ER-07

L\
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Y\ Foundetion
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Who can join?

Engineering College having Information Technology, Electronics or Computer Science departments and are offering
B.Tech/BE/BCA/MCA courses for students.

Science coll having science at Undergraduate or Post Graduate Level.

Universities having affiliated colleges offering above mentioned subjects
The process flow to start : Stage 1

Contact CPF Secretariat for scheduling
of campus visit

Download the requirement

ts document
from CPF web portal
Plan your research lab according to the
MoU received from CPF secretariat

Campus visit and inspection of lab followed by
MoU signing and two day works

The Cyber Peace academic calendar : Stage 2

Formation of mailing list for governing
council

Forming a governing council from
hosting institution and CPF

Plan academic year calendar based on
area of interests

Selection of mentors and students for
academic year

-
Y,

Cyber Peace

M
M Foundation




INNOVATION WITH ACADEMIA BRIEF

AGADEMIC PARTNERSHIP WITH GOVERNMENT FOR RESEARCH & DEVELOPMENT

Year in action : Stage 3

Half Yearly meet of governing council to
access execution

Monthly reporting of activities as per
calendar

Activities of 7 components of Cyber Peace

Yearly review and next year plan

Sample yearly calendar

M
B . Cybor Peace Research Lab 5 days Faculty Development - 3 Day beginners workshop on Review of activities

=8| preparation, MoU Signing Progmm Cyber Security, In

5N - 3 Days Introduction Workshop . of d and Ebclu:hain (Paid)

@ B tion of Cyber buiding team f

18] Lab + 1day Indian ETF Capacity Bulldlng

'S program

]

@ Month 5 Month 6 Month7 Month8

]

{2} - 3days Level 1 Workshopon Cyber = Summer Intemship. - Summer Intemship. - Review of activties

(' Security (Paid) « 1 Technical Blog + 1 Technical Blog « 1 Technical Blog

g 1 Technical Blog

g Month9 Month 10 Month 11 Month 12

1) - 3 ays level 2 desp-dive hands-on  + Winter Inteship + 3days level 2 deep-dive hands-on  « Review of activities

E=8|  workshop on Cyber Security (Paid) - Hackathon workshop on Cyber Security - « 1 articles in Cyber Peace
6‘ * Hackathon « 1 Articles in Cyber Peace Journal Hyperledger (Paid) Journal

1 Articles in Cyber Peace Journal

Hackathon
= 1Adicles in Cyber Peace Journal

Cyber Peace

Foundation




INNOVATION WITH ACADEMIA BRIEF

ACADEMIC PARTNERSHIP WITH GOVERNMENT FOR RESEARCH & DEVELOPMENT

Government establishments will be connected with the academic institution and will identify (a) the skill or specialty of
the institution; (b) the relevant challenge / issue faced by the establishment and the manner in which it will be shared.

Once these building blocks are identified, the lead faculty and government representative(s) can plan the required
resources, identify the students who will work on the project, timelines etc. Long drawn research projects may have
students who work and pass out.

The exposure will also provide visibility of the intelligence and skill of the student while on the project, and the government
establishment may consider hiring him/her as he / she passes out of the institute.

The IP from such projects may be patented and licensed for commercial use by the institute. Or, may be carried by the
student(s) to build their own startup enterprises.

Overall, such a program will help meet the goals / objectives of Make in India, Startup India and Digital India in addition
to the Government’s push for Public Private Partnership.

CENTER OF CYBER-EXCELLENCE
R&D, PPP, Training, Capacity, Policy

INCUBATION
CLUSTER SUPPORT CENTER Workspace, seed funding, growth planning,
business strategy

L
IPR/TM, Legal, Citizen and Community

BUSINESS MENTOR ECOSYSTEM

CYBER RANGE
Industry leaders and professionals

Identification of talent,
benchmarking, testing

)
i)
| COMMUNICATION
| Telecom, Internet, WAN, WiFi

INNOVATION HUB ¢
Identify and promote [
startups, Individuals, |

Companies etc.

(
|
~
)
{ g
STARTUP INDIA OUTREACH & J@ L 3 goj- FINANCIAL PLANNING SUPPORT
LOGISTICS = Assistance in financial services
T ¥ “budgeting, costing, financial management
S'”gle,‘;v;imif;egﬁs'f:; NATIONAL CLUSTER NETWORKS
i Seven Clusters proposed to identify,

Support and Promote Innovation

Conclusion

The youth of the country are our promise for the continued prosperity of the motherland, and must be made future-ready
at an early age. Close working of the Government with Academia has always produced great results. And, with the
participation of the young generation in this partnership it is a recipe for success and for a proactive development bank
for national security. Today, the institutions need to be upskilled as much as the nation needs cyber security capability
and capacity. We believe that this proposal will bring success in its own small way and contribute to the larger national

effort.

Y Cuber Peace
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MOU &
Collaborations
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MOU SIGNING WITH NCIIPC, GOVT OF INDIA

www.cyberpeace.org
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WORKSHOP AT ICFAI UNIVERSITY, RANCHI

I L) —
Draft Person na\a;m‘éu

ROUNDTABLE ON DATA PROTECTION BILL, PEC CHANDIGARH

Cyber Peace

Foundation www.cyberpeace.org
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Signing

Me
Temorandum of Understanding (Mou)

L r—— = S—
MOU SIGNING WITH INDIRA GANDHI DELHI TECHNICAL UNIVERSITY FOR WOMEN

Cyber Peace

Foundation www.cyberpeace.org
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< ., S
EXPERT VISIT AT VITI CYBER PEACE CENTER OF EXCELLENCE

CALL FOR PROgEC T« P
CONCRATULAT!ONS ‘

Cyber Peace

Foundation www.cyberpeace.org
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Draft Annual Calendar 2019
Cyber Peace - Center of Excellence

CoEEngagements

SL | Description Duration Type of Event Intake

1 | E-Kawach Project — Internship All Year 6* 10

2 Cyber Peace Corps Project — All Year 6* 10
Internship

3 | Internet Routing and DNS All Year 6* 10
Project - Internship

4 Participation in Cyber Peace All Year 6* Fellowship —
Conferences, activities and based on
initiatives selection

5 | Writing for Cyber Peace — Blogs, | All Year 6* Selection and
Journal Articles, Research Review
Papers, Social Media content

Community Engagements from Center of Excellence (In the region)

SL | Description Duration Type of Event

1 | Online safety awareness for Women All Year 5*

2 | Online safety awareness for Senior Citizens | All Year 5%
and kids

3 | Helping Law enforcement and other All Year 5%
agencies in cybercrime issues

4 | Organizing street plays to promote safer All Year 6*
online uses in the masses

Cyber Peace

Foundation

www.cyberpeace.org
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Campus Events and Activities

SL | Description Month Type of Event | Days Participants
(Suggestive)
1 | Hands On Workshop on 4* 3 30
Cyber Security and Malware
analytics
2 | Hands on workshop on 4* 3 30
Blockchain
3 | Hands on workshop on loT, 4* 3 30
Cloud Infrastructure
4 | Seminar on Internet 1* 1 100
Governance
5 | Faculty Development 3* 5 30
program on cyber security
6 | Hackathon for talent hunt 5* 2 60
7 | Annual Cyber Security 5% 3 300
Conference (Once in every 4
years)
8 Internship 5 30 30
9 | Winter Internship 5 30 30
*Type of Events
1 Expert logistics reimbursement
z Expert logistics rei and
3. Paid by Institutions
4. Paid by students
5. Co-sponsored
6. Sponsored by Cyber Peace Foundation

Cuyber Peace

Foundation

www.cyberpeace.org
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‘WannaCry hasn’t hurt India's
government, but there have been
dangerous, unreported attacks
before
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DRDO & GTU to set up Cyber Security

-8l g el B

1 viseill auﬂ st
wizes) 2ot ol
G5 algud suea

2 = YPEILE ﬁ‘

GUJRRAT
TRCHANOLOGICAL
UNIVERSITY

=3

] ;ﬁ; Pedlgianse ulalia BN
GTU launches centre to fight
cybercrime

Press Trust of ndis | Ahmed.
Lost Upciaced a January 28,
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= With an aim to curb rising menace of cybercrimes,
Guljarat U has
launched e-Raksha Research Centre that will
encourage research and enhance capabiliy to provide
solution for Issues related to cyber security
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*GTU has launched e-Raksha Research Centre where
DRDO, tivities from research on t te
of cybercrime to capacity building of the faculties,
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students and government officers will be undertaken,"
a statement from GTU said here yesterday.

(e [iiizz € @enm oo G B ETUIER .
e Aapl 3dl.! s, T

a2 Y Gt i AR DAY U AR

coporunty for tonts of GTU o work win DRDO,” o sa.

EIET S TER R U]
Lowada Han ghensdl Bed
alfw Bren vl aedl
Al el wB R A
el v Gedell

ot B ARedE
yelfae  wlaE

] safau

gl Syrtiatheseil

$1M (4 MG e 563
1Ll i 2SN
sl sl o sGmels
3 0. e HE LA e
A dm b sl
T
B HE ]

B, wuer s
a1 aBotad] 4L s

Cybersecurdylabstobesetupbynextyr

P —

Ranehi Cyber fornsis, Innovation
and imeubation shorstorios il oot

Hoaawhle, pro-ica chaman of
DG Aol
don

ents of isingcvor cimes by Jan
e T o iyl
peingus

sk i ot Pesc

flonsatwaro o keep an 5oon exum

Vasaida sotwaro will b amm«l o

Cyber Security will be the
biggest challenge for Smart
Cities & IOT

Pustal by GTU snMAY 9, 2016

Abmedabad: ¢ i Smart Gities and

Internet of Things (1oT). Android attacks will be major ber of Android
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